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Contentof the-course(for all businesses) 1/2

1.1. Introduction in cyber security

1.2. Why cyber security is important for my business

1.3. What Is the effect of the cyber crimes on business and people
1.4. How to detect, investigate and respond to threats
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Content.of:the course (for digital businesses}/2

2.1. Business innovation and management of innovation

2.2. Business model innovation

2.3. Startup and scalaip of digital business in 0T cyber security
2.4. Financial instruments

2.5. Design thinking for services and products in IoT cyber security
2.6. Target markets, consumers and Empathy map

2.7. Delivery methods and technological development
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lcons Activity

@ Definition

Important information

000 Discussion

Q{i Exercise (individual or in groups)
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How to Create an Empathy Map That Improves
Your Customer Experience

l.Don’t empathi ze with Just
2. Unlock Insights from new and existing research

3. Encourage crodsinctional team participation

toolkit to create better digital products and services

1. Time for work: 50 min

Qi Divide in groups, and use the Empathy map from the
J

2. Presentations time: <5 min

Iﬁf? 2.6. Target markets, consumers and Empathy map -5-

GGGGGGG

BBl Frasmus+




IMPORTANT LINKS

A The European Union Agency for Cybersecurity (ENISA)

A How Government Agencies are Facing Cyber Security Challenges

A Cvbersecurity: Ensuring awareness and resilience of the private

sector across Europe in face of mounting cyber risks

A cyber Security Hub — check weekly for updates and warnings!

A Report cyber attacks:

Bulgaria / Italy / Spain — Spain / Greece

EUROPOL

Additional resources . Erasmus+
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https://www.enisa.europa.eu/
https://www.fireeye.com/content/dam/fireeye-www/solutions/pdfs/how-govt-agencies-are-facing-cyber-security-challenges.pdf
https://hcss.nl/sites/default/files/files/reports/Cybersecurity ensuring awareness and resilience of the private sector acrros Europe in face of mounting cyber risks.pdf
https://www.cshub.com/
https://www.cybercrime.bg/bg
https://www.commissariatodips.it/
https://www.gdt.guardiacivil.es/webgdt/pinformar.php
https://www.policia.es/_es/denuncias.php
http://www.astynomia.gr/index.php?option=ozo_content&perform=view&id=8194&Itemid=378&lang=
https://www.europol.europa.eu/report-a-crime/report-cybercrime-online

